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The Director of Central Intcli:ar:nce

Washingten, D €. 20503

2 NAR 1982
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MEMORANDUM FOR NATIONAL FOREIGN INTELLIGENCE COUNCIL."

SUBJECT: Implementation of NSDD-19 on Protection of Classified
- National Security Council and Intelligence Information

‘REFERENCE: -Assistant to the Pr651dent for Nat10na1 Security
. Affalrs Memorandum dated 2 February 1982

1. Referenced memorandum provides new national policy
guldance on protection of certain types of sensitive infor-
‘mation in implementation of NSDD-19. Mr. Clark has:directed -
me to develop draft procedures for protection of classz£1ed
intelligence information similar to those prescrlbed for
National Security Council material, and to submit my prccedures
for NSC cons1derat10n no later than 15 March 1982. '

2. My-proposed 1mp1ement1ng procedures are attached.’
I request that you provide me any specific concerns you have
with these no later than 10 March, and that you include
suggested alternatives to alleviate any such concerns. If
addressees indicate sufficient need, we will discuss these
procedures at an early NFIC meetlng '

" W2 11am J. asey
Chairm

Attachment

. FOR OFFICIAL USE ONLY
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ORIGINAL DRAFT

PROTECTION OF CLASSIFIED INTELLIGENCE INFORMATION

This responds fq the instructions of the Assistant to the
President for Nétion;i Security Affairs that the DCI ‘develop pro-
cedures to protect classified intelligence information similar to
those established for National Security Council (NSC)} information.

Sensitive Intelligence Information

For purposes of this policy sensitive inteliigence information
means (15 ail classified intelligence information bearing Intel-
ligence Community special access controls formally limiting access
and dissemination (equals Sensitive Compartmented Information (SCI)};
(2). all CIA/DDO Blue Border series material; and (3) all other
information directly related to intelligence and which is controlled
by special access progéams established by department/agency heads
in' accordance with the provisions of Executive Order 12065, -

Access Procedures

Departments and agencies that originate or receive sensitive
jntelligence information shall keep the number of their personnel
héving access to such information to the absolute minimum. Senior
Intelligence Officials (members of NFIB or NFIC) are directed to
take immediate action to review current access and dissemination

practices. The review is to ensure that inertia and out-dated
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justifications do not contribute to continued access by persons
who have no current "must know.," All accesses to sensitive intel-
ligence information shall be on the basis of strict application of
"must know."

Cover Sheets

Cover sheets shall be used on all sensitive intelligence infor-
matioﬂ in hard Eopyuform; These shall jidentify the office(s)/per-
son{s) to which/whom such information is disseminated. Current
cover sheets for SCI and other information may .be used if they
provide this identifying data.

Personal Accountabiiity

No person may be granted acéess to sensitive intelligence
information without having first signed a nondisclosure aéreement
which contains a specific requirement for pre-publication review
of information concerning or related to intelligence matters. A
persbn's-éignaiure of such an agreement is considered sufficient
indication that he or she is aware of personal responsibilities
to protect sensitive intelligence information, and of the dutf to
cooperate fully in any investigation of unauthorized disclosure
of that information.

Investigation of Unauthorized Disclosures

Senior Intelligence Officials are directed to conduct timely
internal investigations when they determine that an unauthorized
disclosure of sensitive intelligence information in their custody

has occurred. The polygraph is an appropriate means for use in
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unauthorized disclosure investigation. All such &eterminations-
shall be reported to the DCI, with assessments of the disclosure's
damage and the degree ef known dissemination of the disclesed
information. The DCI will refer significant unauthorized dis-
closures to the Department of Justice requestlng FBI 1nvest1gat1on.
. Whenever Justlce dlrects an FBI investigation, the FBI shall be

provided access to the full scdpe of internal investigation results.

" Contacts with the News Media

There should be no reason for any but the mosf senior intel-
ligence officers to have any contacts with the ﬂews ﬁedia; aﬁd :
those contacts must be severely limited and subject to specific
advance approval. When a senior leyel:contaet with the.news.media
is deemed absolutely necessafy iﬁ a Community department or agency,
it may be made only with the specific advance apprbval.of the
cognizant Seniof Intelligehce Official. 1In no case may approval

be given to discussion of classified intelligence sources or methods

in any contacts with the news media. Whenever a Semnior Intelligence

Official belleves that a contact he is authorizing may result 1n
publicity concerning 1nte111gence activities or information, he
. shall advise the DCI or h1s de51gnee of the c1rcumstances by

approprlate and tlmely means.
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